State’s Attorney’s Office
for Charles County

Defense Attorney Discovery Procedures




ShareFile

» The State’s Attorney’s Office for Charles County (SAO) will be providing
discovery primarily through ShareFile beginning September 17, 2018.

» ShareFile is a cloud based system used to securely transfer and share files
between persons and entities.

» Only discovery that is being provided starting September 17, 2018 will be
available through ShareFile. Any discovery previously provided will not be
added to ShareFile.

» Discovery will include your initial discovery packet and any supplemental
discovery.

» Child pornography and confidential informant discovery will be provided via
current procedures and not through ShareFile.




MDEC Notification

» The State will continue to file and serve through MDEC the Discovery
Notice and Supplemental Discovery Notice indicating that discovery has
been sent to you.

» The Discovery Notice and Supplemental Discovery Notice will indicate
whether discovery has been provided via SharekFile.




ShareFile Notification

» An attorney will be added to a defendant’s case only when the SAO has
received a pleading, motion, or an entry of appearance as authorized
pursuant to Maryland Rule 4-214(i1) via mail, hand delivery or MDEC File
and Serve.

» When discovery for a case is available to download, a defendant’s attorney
will receive an email notification from ShareFile.

» Be sure to check your junk mail for the ShareFile email notification. They
are sent directly from the website.




ShareFile Notification-
Pre-Activation

Justice Bird has shared the foldel ‘Bogus Defendant CASETEST123 Discovery’ with you.

Justice Bird <mail@si-nofifications.com>

» If you have never accessed tome -

ShareFile, the system will B |
send you a pre-activation Citrix ShareFile

email notification requiring

you to activate your account Justice Bird has shared the folder|'Bogus Defendant CASETEST123 Discovery’
ith you.

before you can access the M

discovery Note From Justice:

I've added you to a folder

To access this folder, you must first activate your account and set your personal password

» That email will list the
Defendant’s name and case ?

Ilumb eI‘. ShareFile is a tool for sending, receiving. and organizing your business files online. It can be
used as a password-protected area for sharing information with clients and partners, and it's
an easy way to send files that are too large to e-mail.

Trouble with the above link? You can copy and paste the following URL into your web browser:

> You Wi].l need tO CliCk On https://charlescountymd.sharefile.com/f/fo9843b1-5{77-454Cc-a49c-c58b8ef1f1257a=46869b87258e9310
“Click here to activate your ——

. : ”

account and view this folder”.




Activating your Account

» Next, confirm that your first name and =
&

last name are correct.

» Click Continue.

Attorney




Activating your Account

» Next, you will need to create a
password based on the listed
requirements.

» Your username is your e-mail
address.

» Click Save and Sign In.

» All access to ShareFile will
require your username and
password.

@

Your username is bogusattorney@gmail.com.

Please create a password.

Please create a password that meets the following requirements:

Back




Activating your Account

ShareFile Confirmation Email insox «

» You will receive a
ShareFile Confirmation ome
successfully activated your
account. Bogus,

‘You have successfully setup your account for Charles County

A few things to remember:

» Save the ShareFile o
Confirmation Email as a 6 B hom il
reference to the ShareFile
Sign in page and your If you forget your password, you can always reset your password from the Sign-in Page.

Trouble with the above link? You can copy and paste the following URL into your web browser.
it n sharefile.com/

registered email. bl

ShareFile is a tool for sending, receiving, and organizing your business files online_ It can be used as a
password-protected area for sharing information with clients and partners, and it's an easy way to send files that
are too large to e-mail.

Powered By Citrix ShareFile 2013




Accessing Case Folder via
Email Notification

> After aCtivating your Bogus Defendant CASETEST123 > Bogus Defendant CASETEST123 Discovery
account, you will |
automatically be taken to - Bogus Defendant CASETEST123 Discovery More Options
the Discovery folder for
the case that iS hsted il’l O Itemsinthis Folder %' People on this Folder
the email.
» When you are brought to _ —
the Discovery folder, you N
will be able to view and 1 % [ 911 Audio

download any discovery
available in the case

folder. ’ Email me when afileis: B Uploaded to this folder
Downloading Instructions

are provided within the
Discovery folder.

}- Downloading Instructions.pdf




ShareFile Notification-
Post Activation

Justice Bird has shared the folder| ‘Fred Bogus TESTCASE321 Discovery with you.

After you have ;Ju;:tice Bird <mail@sf-noifications.com>
activated your

ShareFile account, you
will receive a general
email notification that
lists the Defendant’s
name and case number.

Click on “Click here to
view this folder”.

Citrix Sharefile

Justice Bird has shared the folder|Fred Bogus TESTCASE321 Discovery’
with you.

Note From Justice:

I've added you to a folder

ShareFile is a tool for sending, receiving, and organizing your business files online. It can be
used as a password-protected area for sharing information with clients and partners, and it's
an easy way to send files that are too large to e-mail.

Trouble with the above link? You can copy and paste the following URL inte your web browser:
hitps:/icharlescountymd.sharefile.com/fifoae3fda-5d15-473¢c-85db-d11bcc8b4729

Powered By Citrix ShareFile 2013




Accessing Case Folder via Email Notification-
Post Activation

» Next, you will need to sign
in on the right side of the
login screen.




Accessing Case Folder via Email Notification-
Post Activation

> You Wlll Fred Bogus TESTCASE321 > Fred Bogus TESTCASE321 Discovery
automatically be ™" Fred Bogus CASETEST321 Discovery More Options
taken to the
Discovery fOlder for 7 Items inthis Folder & People on this Folder

the case that 1s listed
1in the e-mail.

> When you are brought O Downloading Instructions.pdf
to the Discovery
folder, you will be
able to view and Email me when afileis: B Uploaded to this folder
download any
discovery available in
the case folder.

nitial Discovery (Pages 1-20).pdf




Downloading Supplemental Discovery
from Email Notification

» When supplemental
discovery is added to
ShareFile, you will receive
an email notification
listing the Defendant’s
name and case number
and the discovery that is
available.

Justice Bird Has Created a New Item in ShareFile inbox =

Justice Bird <mail@sf-notifications.com:
tome [~

Citrix ShareFile

Bogus,

Justice Bird has uploaded a file to the folder]911 Audio.

o

Cases > Bogus Defendant CASETEST123 > Bogus Defendant CASETEST123 > 911 Audio

Name: $173630462 (3).wav
Size: 1.31 MB O Created: 8/16/18 9:16a
Creator: J. Bird

Dates are displayed in UTC -5

Trouble with the above link? You can copy and paste the following URL into your web browser:
https:/icharlescountymd.sharefile.com/d/ffific1de8364a6d
Click here to change how often ShareFile sends emails

Powered By Citrix ShareFile 2013




Downloading Supplemental Discovery

from Email Notification

» Click on “Click here to
download...”.

Justice Bird Has Created a New ltem in ShareFile ibox x

Justice Bird <mail@sf-notifications.com=

tome [+

Citrix Sharefile

Bogus,

Justice Bird has uploaded a file to the folder 911 Audio.

>

Cases > Bogus Defendant CASETEST123 > Bogus Defendant CASETEST123 > 911 Audio

Name: §173630462 (3).wav
Size: 1.31 MB O Created: 8/16/18 9:16a
Creator: J. Bird

Dates are displayed in UTC -5

Trouble with the above link? You can copy and paste the following URL into your web browser:
https:iicharescountymd.sharefile.com/d/ff11c1de8364a6d
Click here to change how often ShareFile sends emails

Powered By Citrix ShareFile 2018




Downloading Supplemental Discovery
from Email Notification

» You will need to sign in on
the right side of the login
screen.




Downloading Supplemental Discovery

from Email Notification

5173630462 {3)wav

Creator: ustice Bird

5173630462 (3).wav

» You will be brought to the files available to download.
» Click Download.




Downloading Supplemental Discovery
from Email Notification- Multiple Files

Citrix ShareFile

012446_v564 20180319-023804_v564. cop.lvault.Viewer.exe

» If there is more than one file to download, you will need to select
all files and download them together.

» Check the box for “Select All” and click Download.




Downloading Digital Evidence

» It is imperative to download all files associated with the digital evidence
from ShareFile to ensure that you have included the required player to view
the evidence.

» As you receive discovery through ShareFile, do not only view the files but
download the files. Access to the files will not be permanent.




Accessing ShareFile via Website

» You also can access a file to view
and download discovery by signing
into ShareFile via the hyperlink s
from the ShareFile Confirmation
Email.

ShareFile Confirmation Email insox «

» Open the ShareFile Confirmation
Email that you received when you
activated your account.

Bogus,

You have successfully setup your account for Charles County

A few things to remember:

» Click on the hyperlink next to
“Sign-In Page”.

Sign-In Pagejhttps:/icharlescountymd.sharefile.com/

Email: bogusattorney@gmail.com

» After signing in, you can open and
dOWnload diSCOVGry from the case If you forget your password, you can always reset your password from the Sign-In Page.
folders available to you.

Trouble with the above link?
scountymd s!

You can copy and paste the following URL into your web browser.
efile.com/

L

ShareFile is a tool for sending, receiving, and organizing your business files online_ It can be used as a
password-protected area for sharing information with clients and partners, and it's an easy way to send files that
are too large to e-mail

Powerad By Citrix ShareFile 2012




Accessing ShareFile via Website

< C | & Secure]| hitps//charlescountymd.sharefile.com/Auther n/Logir

» You also can save the
hyperlink as a favorite.




Accessing ShareFile via Website

» When you sign in, you Citrix ShareFile
will have a menu tree to - —
the left of the screen 0] rote
where you can access /N

any case folder to which
you currently are
assigned.




Accessing ShareFile via Website

» If you sign in using the
hyperlink, you may be
brought to the last folder
you opened.

» Click on “Folders” or
“Shared Folders”, and you
will be brought to a list of
cases you are currently
assigned.

Citrix ShareFile ‘

Dasboard :| Bogus Defendant CASETEST123 > Bogus Defendant CASETEST123 Discovery

(] Folders r-:_, Bogus Defendant CASETEST123 Discovery More Options

r

Shared Folders tems inthis Folder &' People on this Folder

Favorites

% Workflows

| Inbox 911 Audio

Downloading Instructions.pdf
Personal Settings

Email me when afileis: [ Uploaded to this folder




Accessing ShareFile via Website-
Display of Case Folders

Citrix ShareFile

| Dashboard f--* FO]derS
E} Folders

2% Shared Folders

Favorites

m—

» After clicking “Folders” or “Shared Folders”, you will see the
list of cases available for you to access.




Case Folder Favorites

Citrix ShareFile

ashboard
1 Bt F~ Folders
Ej Folders

%, Shared Folders

Favorites
[~ Fred Bogus TESTCASE321 Discovery

Workflows
= Bogus Defendant CASETEST123 Discovery

- t
Personal Settings

» To mark a case folder as a favorite, click on the “*” next to the case folder./




Case Folder Favorites

» After clicking on the
“7/\{” a prompt appears
stating “Item
favorited”.

Citrix ShareFile

Dashboard

E} Folders

Shared Folders

Favorites

% workflows

nbox

Personal Settings

Folders

Fred Bogus TESTCASE321 Discovery

Bogus Defendant CASETEST123 Discovery

' ;.
) ltem favorited
L




Case Folder Favorites

» On the Menu Tree, | CitrixShareFile
click on Favorites

from the Folders o) Dephboand P~ Favorites
options. [ Folders — Sze  Uploaded Creator
r'h_ Bogus Defendant CASETEST123 Discovery 7GB 7/31/18 A, Beckett
£8  Shared Folders
» The case(s) you e voriin
marked as a
favorite will be 0¥ workfiows
listed here.

nbox

© Personal Settings




Case Folder Favorites

Citrix ShareFile
» If you no longer

shboard — :
want a case marked Dl [~ Favorites
as a Favorlte, check (] Folders Name Size Uploaded  Creator
the ¢ ’. = Bogus Defendant CASETEST123 Discovery 7GB 7/31/18 A, Beckett
%, Shared Folders
Favorites
7% Workflows
nbox

> Personal Settings




Case Folder Favorites

Citrix ShareFile
» You will receive a
. Dashboar e . /) Item removed from favorit
prompt Statlng “Item Dashboard ?ﬁ FﬁVOfItES ‘ k_) n removed from favorites
removed from (] Folders
favorites”. This folder is empty
%, Shared Folders
r Favorites
,', * workflows
| Inbox

¢ Personal Settings




Dashboard

You will find Shortcuts and Citrix Sharefile
any recently accessed files on
the Dashboard.

Hello Bogus eseoiegoue

@ gn-In Page: charlescountymd.sharefile.com

B

Go to Shared Folders




Folders

Shared Folders-displays Citrix ShareFile
Discovery folders to which

Dashboard —

you have been added. P Folders
D Folders
Favorites-displays cases you
. °%, Shared Folders
have marked as favorites e
[~ Fred Bogus TESTCASE321 Discovery
oo F=  Bogus Defendant CASETEST123 Discovery
nbox

Personal Settings




Personal Settings

To update your personal Citrix ShareFile

information (ie. password Q) oomwous B L Ec Eoglsl
and email address), click on ® |
“Personal Settings”, ao MO '. g yn-In Page charlescountymd.sharefile.com

Go to Shared Folders




Personal Settings

» Edit Profile Citrix ShareFile

dit Profile

Edit Profile

You can update your name’ password . ’ ’ ! Name and Company Details
and email address. SR r—— | “
VE/.‘;.'] BA

Your listed email is what has been
provided to the SAO from your
pleadings.

Change Password

You cannot use one email address for
several attorneys in your company.

It 1s your responsibility to keep your
profile updated.




Personal Settings

Citrix ShareFile Q Hep Aops Logou

Edit Profile i .
- Two-Step Verification
—_

s

» Click on Two-Step Verification.

» You can set up a phone number where a verification code will be sent to your designated
phone number as an extra layer of protection to signing into ShareFile.




Account Lock-Out

» If you get locked out of your account, the SAO cannot unlock you.

» Contact ShareFile Support at 1-800-424-8749 to get unlocked.




New Defense Attorney Enters on Case

» If a new defense attorney enters on a case where discovery has already been
provided to the previous defense attorney, the previous defense attorney

will be removed from the discovery folder and the new defense attorney will
be added.

» When the new defense attorney is added, they will receive an email
notification giving them access to the discovery folder and they will be able
to download any discovery that is in that folder.

» For any discovery material that was provided outside of ShareFile, it is the
responsibility of the new defense attorney to retrieve the material from the
previous defense attorney.




